DORSET & WILTSHIRE
FIRE AND RESCUE

Freedom of Information Request FOI 24 86

ICT contract Information

You requested the following information:
| have answered your questions in yellow.

Networks

1. What network vendor(s) / service provider does your emergency service currently
use for their LAN, WAN, wireless and core network (e.g., BT, Virgin, Cisco)? BT —
SD WAN

2. Is the network managed / run internally, or is the network managed and/or
supplied by a third party? Please specify which elements of the network are
outsourced and to which companies. The network is managed and run internally
3. Please may you provide an indication of the size of the network (e.g., number of
switches, routers, access points etc.)? 50 stations, plus approx. 5
administration/workshop buildings supporting approx. 1400 users. Hardware
includes: 108 router/firewalls, 5 core switches, 95 access switches, 175 wireless
access points, 4 datacentre firewalls.

4. How much money was spent on the last major network refresh (referring to
replacement of the LAN / WAN / core network)? SD WAN £1.6m over 5 years

5. When was the last major network refresh (month & year)? SD WAN 2024

6. When is the next major network refresh likely to take place (month & year)? SD
WAN Sept 2029

7. What frameworks are likely to be used when releasing a tender for a network
refresh? We are unable to provide what frameworks will be used. Usually, the
tender is through the Crown Commercial Services.

Cyber Security

1. Which cyber security providers / vendors are used, and for what technologies
(e.g., firewalls, SOC etc.)? Checkpoint firewalls, Bitdefender Endpoint Security,
Rapid 7 (provided and managed by Pentesec — our SOC

2. When is your service due for a renewal of these technologies (month &

year)? SD WAN (Fortinet Firewalls) - Sept 2029, BitDefender Endpoint Security -
Jan 2027, SOC (Rapid 7) - Feb 2027

3. Is all cyber security managed in-house, or is it / parts of it outsourced to a third
party? Please specify which elements are outsourced and to which

companies. Most functions are managed in-house, apart from the SOC monitoring

Command and Control

1. Which technology suppliers / vendors are used in your command and control
rooms? NEC SWS Vision 4 and DS3000 ICCS

2. Is your command and control room managed in-house, or is it / parts of it
outsourced to a third party? Please specify which elements are outsourced and to
which companies. Our C+C is inhouse and is supported by our own technical teams,
with remote support from the supplier.

3. How much was spent on the last major command and control technology refresh
(referring to the replacement of the CAD / ICCS)? The original purchase price was
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£2,334,571 split between 3 services within our partnership. A technical refresh
occurred in 2018/19 at a cost of £925,888

4. When was the last command and control technology refresh (month & year)? The
original contract went live in April 2015 and under the same contract a refresh
occurred in 2018/19 (over several months)

5. When is the next command and control technology refresh likely to take place
(month & year)? Due in October 2026

Information/Detail accurate on the date provided: 23, August 2024
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