DORSET & WILTSHIRE
FIRE AND RESCUE

Freedom of Information Request FOI 24 80
Mobile devices
Query and response:

| am contacting you to find out details about your mobile device estate and who is
the correct person to contact about the device management.

« Who is the IT and Digital officer / Device procurement manager that manages
the mobile devices in your estate?

This information has been withheld because we are of the opinion that the following
exemptions apply:

Section 24

Section 24 exempts information from disclosure for the purpose of safeguarding
national security. It is a qualified exemption, which means that it is subject to a public
interest test.

We acknowledge the public interest in openness and transparency, but we consider
that there is also a public interest in the Service protecting national security. The
disclosure of members of staff's names and/or contact details, which would not
ordinarily be in the public domain, could allow individuals to impersonate them and
attempt to coerce other staff members to aid them in a targeted cyber-attack or other
similar scenario. Consequently, this could then have an adverse impact on our ability
to mobilise fire appliances and therefore the UK’s security. We have therefore
concluded that this exemption applies, and that non-disclosure serves the public
interest better than release in this instance.

Section 40

We are applying the exemption afforded by section 40(2) of the Freedom of
Information Act 2000, which provides that a request for information is exempt from
disclosure if the information requested constitutes personal data about a third

party. In particular we choose to rely upon section 40(3A), which provides an
absolute exemption if disclosure of the personal data would contravene any of the
data protection principles as defined in the Data Protection Act 2018. We are of the
opinion that to share more junior (below head of department level) members of
staff’s details in the public domain would not be within their reasonable expectations
and would be unfair and contrary to the first data protection principle.

e Can you supply full contact details?
As above
« How many mobile devices are currently in use?

We have 638 connections and 572 devices
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What type of mobile devices are being used: manufacturer and model?

Phones are mainly Android/Samsung AXX range and SXX range. We have some
Apple devices (phones and iPads), the models vary dependent on age and where
they are in the replacement programme rotation but they are mainly S21 onwards.

e How are these mobile devices being repaired?

Phones are either written off and replaced or repaired in house, depending on cost.
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