DORSET & WILTSHIRE
FIRE AND RESCUE

Freedom of Information Request FOI 24 16

Airwave / ESN Radio Terminals

Query and Response:

1. How many Airwave/ESN radios and terminals are operated by your
organisation?
DWFRS operates 291 Airwave devices.

2. Inthe last 12 months, how many Airwave/ESN radio terminals have been
lost/stolen or cannot be located?
In the last 12 months DWFRS have had no airwave terminals lost, stolen or
cannot be located.

3. Are Airwave/ESN radio terminal users allocated on a personal basis, and if so,
what is your policy on use off duty and taking home of radio terminals and their
use by staff working from home?

The portable units are issued mainly on a personal basis and individuals
are responsible for the security of these devices and complete a security
form when issued to understand their responsibilities. Fixed units are not
associated to a user as they are mainly issued to vehicles as they are used
by multiple different users.

4. What organisations/groups within your organisation have been allocated or
granted access to Airwave/ESN radio terminals?
Within DWFRS Fire Control, appliances and Flexi duty officers are the only
users of airwave terminals.

5. What is the annual operating cost to your organisation for access and use of
Airwave/ESN radio communications networks?
DWFRS average spend over the last 5 full years (2018/19 — 2022/23) has
been £938,402 p.a.

6. What make(s)/models of Airwave/ESN radio terminals are used by your
organisation? Please provide a breakdown of these by quantity, type and model if
possible.

All DWFRS airwave terminals are Motorola.

We can confirm we do hold the model of terminal and quantities of each,
however under the terms of the Freedom of Information Act, a request for
information can be refused where one or more exemptions listed in the Act
apply. In this case we are claiming the following exemption in relation to
the release of the model and quantities of each:
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Section 24

Section 24 (2) of the Freedom of Information Act states information can be
withheld if it is required for the purpose of safeguarding national

security. Section 24 is a qualified exemption, which means that it is subject
to a public interest test. Please see end of this email for our reasons for
withholding this information.

. Please provide a list of Airwave/ESN radio terminal talk groups your organisation

uses and any interoperability talk groups shared by other users.

We can confirm we hold the requested information, however under the
terms of the Freedom of Information Act, a request for information can be
refused where one or more exemptions listed in the Act apply. In this case
we are claiming the following exemption in relation to the release of talk
groups:

Section 24

Section 24 (2) of the Freedom of Information Act states information can be
withheld if it is required for the purpose of safeguarding national

security. Section 24 is a qualified exemption, which means that it is subject
to a public interest test. Please see end of this email for our reasons for
withholding this information.

. Please provide a copy of any policy or training information provided by your

organisation to support your users of Airwave/ESN radio terminals and
talkgroups.

All DWFRS users of airwave terminals receive appropriate training prior to
use.

We can confirm we hold the requested information, however under the
terms of the Freedom of Information Act, a request for information can be
refused where one or more exemptions listed in the Act apply. In this case
we are claiming the following exemption in relation to the release

of the policy or training information:

Section 24

Section 24 (2) of the Freedom of Information Act states information can be
withheld if it is required for the purpose of safeguarding national

security. Section 24 is a qualified exemption, which means that it is subject
to a public interest test. Please see end of this email for our reasons for
withholding this information.

. Do you loan or otherwise provide Airwave/ESN radio terminals to any third

parties, and if so, please could you provide detailed information on the
arrangements and policy in this respect used by your organisation?
DWFRS does provide third party organisations with terminals.

We can confirm we hold the other requested information, however under
the terms of the Freedom of Information Act, a request for information can
be refused where one or more exemptions listed in the Act apply. In this
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case we are claiming the following exemption in relation to the release
of the name of our application running systems:

Section 24

Section 24 (2) of the Freedom of Information Act states information can be
withheld if it is required for the purpose of safeguarding national

security. Section 24 is a qualified exemption, which means that it is subject
to a public interest test.

Question 6,7,8,9 are claiming a section 24 exemption (safeguarding national
security) which is a qualified exemption and therefore subject to a public
interests test. DWFS acknowledge the public interest in openness and
transparency, but we consider that there is also a public interest in the
Service protecting national security. The public interest in favour of
disclosing would show our transparency and how public money is spent.

However providing the model and quantities of our terminals, disclosing a
list or airwave / ESN terminal talk groups which DWFRS uses, providing
copies of our policies and / or training information and providing copies of
detailed information about the organisations we loan terminals to along
with our policies, puts DWFRS at a much greater risk of terrorist

attacks. Providing these details could provide criminals with enough detail
for targeted attacks on vulnerabilities or weaknesses within our
organisation. Releasing this information could cause DWFRS airwave
networks to be compromised and this could jeopardise our ability to
communicate with appliances, officers and other fire services and therefore
compromise national security.

As an emergency service, we must ensure that operationally sensitive
intelligence such as talk groups and airwave / ESN radios, policies,
procedures and training documents are appropriately protected. Releasing
detailed information such as talk groups, may prejudice our ability to
maintain both our own and national security. Talk groups and airwave / ESN
radios are part of the Critical National Infrastructure so releasing this
information could compromise our ability to provide an emergency
response in a timely manner which would put the public at risk of harm or
death.

Releasing this information could cause not only DWFRS airwave network to
be compromised but also other authorities, which could put the whole of the
mobilising network for the fire service in significant danger.

Safeguarding national security also includes protecting potential targets
even if there is no evidence of an imminent attack.

As an emergency service, we must consider those with malicious intent
who may cause disruption to our service by diverting vital emergency
resources away from other intended/potential targets.
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Information about our emergency airwave and radio terminals (if put togeth
er with information that is already in the public domain and acquired
technologies) may assist with what.

Although there has to be areal possibility that the disclosure would underm
ine national security, the impact does not need to be direct or immediate.

We are also mindful of the current security climate in the UK and the
threat of terrorism and activism with the intent to cause disruption, so we
recognise it is necessary to take a precautionary approach when
releasing information that could impact on National Security, which
includes the security of our service area and that of our staff.

We have therefore concluded that this exemption applies and that non-
disclosure serves the public interest better than release in this instance.

Information/Detail accurate on the date provided: 08, March 2024
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