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MEETING Finance & Audit Committee  

DATE OF MEETING 5 March 2020  

SUBJECT OF THE 

REPORT 

Strategic Risk Register  

STATUS OF REPORT For open publication 

PURPOSE OF REPORT For consideration and approval 

EXECUTIVE SUMMARY This paper provides Members with the latest position of 

the Strategic Risk Register, appendix A, and associated 

controls. 

Risk 301, Failure to protect the Service against cyber 

threats and attack, continues to be closely managed.  

Upon confirmation of achieving ‘Cyber Essentials’ it is 

currently expected that the Service will recommend a 

reduction in the risk to be managed at department level. 

This will be reviewed with Members at the Finance & 

Audit meeting in July 2020. 

Risk 006, Failure to secure financial sustainability that 

ensures and maintains effective service provision, has 

been updated to show an increase in the direction of risk.  

This is due to the continued uncertainty over the long-term 

funding position and the increased investment needs 

identified in the Strategic Assessment of Risk. 

In line with agenda item 20/11, a new risk, 134 Failure to 

sufficiently resource potential changes to the fire safety 

and building safety regimes has been identified and it is 

recommended that Members approve its addition to the 

Strategic Risk Register.   

The Finance & Audit Committee will next review the 

Strategic Risk Register at its meeting on 28 July 2020.    

 

Item 20/12 
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RISK ASSESSMENT  Failure to identify, monitor and manage risks may 

undermine the corporate reputation of the Authority and 

potentially heighten risk exposure. 

COMMUNITY IMPACT 

ASSESSMENT  

None for the purposes of this report 

BUDGET IMPLICATIONS None for the purposes of this report 

RECOMMENDATIONS Members are asked to: 

1. Review the strategic risks and mitigations set out in 

appendix A. 

2. Approve the addition of risk 134, ‘Failure to sufficiently 

resource potential changes to the fire safety and 

building safety regimes, to the Strategic Risk 

Register’. 

BACKGROUND PAPERS 1. Risk Matrix (Policy & Resources Committee - 14 

January 2016, Item 9 Appendix A) 

https://www.dwfire.org.uk/fire-rescue-

authority/meetings/policy-resources/ 

2. Strategic Assessment of Risk 

https://www.dwfire.org.uk/about-us/who-we-

are/service-plans-and-policies/ 

3. Community Safety Plan 

https://www.dwfire.org.uk/about-us/who-we-

are/service-plans-and-policies/ 

APPENDIX Appendix A – Strategic Risk Register  

REPORT ORIGINATOR  
AND CONTACT 

Name:    Jill McCrae, Head of Strategic Planning & 

Corporate Assurance  

Email:     jill.mccrae@dwfire.org.uk  

Tel no:    01722 691073 

 

https://www.dwfire.org.uk/fire-rescue-authority/meetings/policy-resources/
https://www.dwfire.org.uk/fire-rescue-authority/meetings/policy-resources/
https://www.dwfire.org.uk/about-us/who-we-are/service-plans-and-policies/
https://www.dwfire.org.uk/about-us/who-we-are/service-plans-and-policies/
https://www.dwfire.org.uk/about-us/who-we-are/service-plans-and-policies/
https://www.dwfire.org.uk/about-us/who-we-are/service-plans-and-policies/
mailto:jill.mccrae@dwfire.org.uk


Item: Strategic Risk Register Meeting: 5 March 2020 

3 

 

1. Introduction 

1.1 As part of its terms of reference, the Finance & Audit Committee is required to 

review the Authority’s strategic risks on a quarterly basis. These were last reviewed 

and approved by the Committee on the 6 December 2019. 

 

2. Strategic Risks  

2.1 Risks are managed within the planning, performance and risk management system, 

Sycle and monitored at all levels throughout the Service.   

2.2 All risks are scored using the agreed risk appetite matrix, and risks identified as 

scoring 15 and above are classified at strategic level. 

2.3 The strategic risks are reviewed by the Service monthly at the Strategic Leadership 

Team (SLT) meetings, where progress against controls are discussed and 

monitored. 

2.4 Appendix A, Strategic Risk Register, provides Members with details of the strategic 

risks, their current and targeted risk ratings and the controls planned to reduce and 

mitigate the risk to the targeted level. 

2.5 All risk controls are aligned to the actions within the Service Delivery Plan, which is 

the Service’s mechanism to deliver the Community Safety Plan.  

2.6 Commentary against the progress of the controls is provided within the quarterly 

performance reports presented to Members.  

2.7 Supplementary commentary against the strategic risks is provided on an exception 

basis, where an issue requires escalation and reporting.  

2.8 Risk 301 Failure to protect the Service against cyber threats and attack continues to 

be closely managed.  The Cyber Action Plan is progressing as expected.   

2.9 Officers continue to attend external cyber related training sessions, which include 

appropriate staff across the Service attending the national Pathfinder programmes, 

run by central government, as well as involvement within multi-agency exercises. 

This ensures the Service’s arrangements and plans are reflective of the national 

recommendations.  

2.10 Cyber threat training has been undertaken internally along with a cyber incident 

exercise, which was delivered to increase awareness and embed the Service’s 

response to a business continuity event.  

2.11 Work is well underway to achieve Cyber Essentials certification, with the expectation 

of an application being made in March 2020.  
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2.12 Upon confirmation of achieving Cyber Essentials certification, the Service will 

recommend to Members the reduction of this risk and its removal from the Strategic 

Risk Register at their meeting in July 2020.  

2.13 Risk 006 Failure to secure financial sustainability that ensures and maintains 

effective service provision has been updated to show an increasing direction of risk.   

2.14 A balanced budget has been set for 2020-21, with the help of a small increase in 

central funding and some one-off capital financing savings, but the Medium-Term 

Finance Plan shows rising deficits from 2021-22 onwards. Continued uncertainty 

over our long-term funding position, including pensions, coupled with the issues 

highlighted in our Strategic Assessment of Risk, suggests an upward trend in the 

risk at the current time. 

2.15 Officers are currently undertaking a fundamental review of all areas of expenditure 

to ensure that Members are in a comprehensive position to appropriately respond to 

the forthcoming comprehensive spending settlement and provisional settlement for 

the Authority. Members will be kept up to date through a series of seminars in the 

Autumn (once the financial intelligence becomes clearer) and in the meantime will 

be fully briefed on the work undertaken so far at a seminar following the Authority 

meeting in June. 

2.16 In addition to these local preparations, we are supporting the National Fire Chiefs 

Council with their work in developing a coordinated national submission to the 

Spending Review. 

2.17 In line with agenda item 20/11, a new risk, 134 Failure to sufficiently resource 

potential changes to the fire safety and building safety regimes, has been identified 

and it is recommended that Members approve its addition to the Strategic Risk 

Register to ensure increased awareness and transparency of some of the 

associated issues.   

 

3. Summary and Key Points 

3.1 Officers will continue to review these risks on a monthly basis and a progress report 

will be brought to the Finance & Audit Committee at its next meeting on the 28 July 

2020. 

 

March 2020 


